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CDloT&y, 1 6 0 tf y h:R©§i£M^£^£lCj: y, 1 0 2 4 fcf y h^CDflt 
^M^feV^^-g) R S A (Rivest-Shamir-Adleman) ff-5HL;£j£ £ |WJ^(5D'f±|g £ 

V^tf>£*E>=f* y - (Montgomery) j£ & ffi V * T 3 *l S . f&fc^ flfBffi 

MO-tt&T-^sK^y JCfi£#"t5 3 2 fcfy hifrgOi/^ h 5 0, 6 0 t, 

mmtzmvihtifc&oyi/y w^^zm o £ic3 2 ^ y hcsoA^sr^-r 

@?|8 0i:5:ix.§. RfHlC^WSMUX 0, MUX1, MUX2(i, -£ 

[0 0 8 3] 

, sha- i«aia»tcfettsiiiiit»i:«ffl > r« 0 

[0 0 8 4] 

3*13 s ha- immm&zmi&-f2>mw-%%iz &&mmiz&\\Ti,z. 

[0 0 8 5] 

f&RffiiMHt^fb&aiaS&Kfc^Ttt, 3|fi<Z>3 2 If v bM<Di/7 b l/V 



2 1 
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X#S¥5 0, 6 0, 7 0#Ktte>jn«#, 6 0 \Zv hipi, 192fcfyh 

& Xtt2 2 4 tf y Si(lglC%*flS-rS^:«!)lC, #S/7 h l/^X^|f5 0, 6 0, 

muxo, muxi, Mux2#tgtt<3;fi§ 0 f^t>-^>> « raft mmmmmm 

mz&^Tit, 16 0 l^y hifig, 19 2 tfy hfig, 3U£ 2 2 4 y h fg fC t> #f 
■t^fe&lC, 3 2 tTy hflgCDS/? h VVTsZffi-b 0, 6 0, 7 0^, ^tl 

5, 6, 7©jc^jy#^.Brigtc«^3ns 0 

[0 0 8 6] 

ZftMtfaMt ITtt, 07 (A) ICS/ 7 M/5?**#6 OCDj£^©Has«|^S: 
^1"i:e>(C, AiJh, 5©B, 6®B, &tJS7®B©S/7 h U^^^O^-ti-Ttl 

ftMilUTtt, 07 (B) ICS/ 7 h U^^8¥6 0 <Ajg0|(Z>gg|S#J&$:^t- <fc 5 
fC, Ai7£, 7IH0J/7 h l/^^*©*ti-?*i^e>©ftt^7i:<5D") *>> V^tlfr 
i ocff &{!Siii:t5;U^yfA^>f «yfMUX 1 *W1Z>£il%iZ. 1 IS 

gCDS/7 h l/^*#<Z)^^{CA;*^y#;t;*>f ^fMUX 2 £tgtf, £<o(C, 2 

<fce){c, h u 6 o fc£tt§#s/:7 h i/*;**©-^. tineas/? h 

m^&^TiZ. i/7 hUi/X&ffi5 0, 7 0tCoV\T : fo, m&izm&'t&Z.Z.ifi 
[0 0 8 7] 

6 0, 7 0<Z)-^tl-rtl(C*fiSL,T4 fcf y h *I & nflE S 

ft®;UU'jf^>f>)/fMuxo, muxi, mux 2 tfflgt? g>*i&. -ten? 

ffiM^-^^^HIS&tC^^^S/^ h L/^X^I¥5 0, 60, 70 SHA-1 
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9&lZt3V$>Axq]VW%.X4 -yfMUX 0, MUX1, MUX2L SHA-1 
[0 0 8 8] 

, 3 2 try MS©*/? N l/^^fc^T^^Sr^tfT'^S, £0>J:3fc 
SHA-1 f&mm&iZ&^^T. iHW^Iil L-T©/vy S/nffi^SI3f^tfij|£jft 
©i$:§^t§i/7M'S;^^tt, ^tC0 2{C^bfei:e)(C, ALU RAMC 

SIBB&tCfe^Sai^MaTMV^SH^UJ&V^ALU RAMt S HA- 1 4M@ 

mrnmm * $hm *■ s <d & & & -r , #cia©*& r ffi^Bt#^^s ic r m v % s a y >> ^ 
ftiif b & m * z n % t & „ 

[0 0 8 9] 

ffiRmmm^tMmmmzTW.&ztifcm^. sHA-i&jiisj&icfc 

££*MC, ^Hffi^Hf^fc^SIlI^-^SHA-l^IlIM&^ALU RAMtCT 

U^RAMfr!D7 i -#£^ttIfc£tC|£LT<Z>;f-- h£$rjfl?U ALU RAMa 
©7*1z;*J^<A#ifi&S£0JI^5££&C e fc »J, ALU RAMAfflT^tX 

[0 0 9 0] 

^P5ffi^#fbMSia^S HA- l^aillf^^©^- h#WI£*l£ 
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m izfi e> z. t # «rtg t & * . 

[0 0 9 1 ] 

IttC DE SBff-^'ffcl^ta&ff -5 fcttCDA- Kfi7*e*5DE SHTJHb&S 
[0 0 9 2] 

HTtflSgSSlCfc^'r, DE SBf-5Hfc#t3gHli&te> D E S ff-JHtMl & 3 £ 
[0 0 9 3] 

SrJ6-riei(Z)3tilS2ST&SV\*>y>SCBC (Cipher Block Chaining) =e- K& 
tf^BRtC*, S/7 h l/^X^SMfo&SlfcfcS. It^ot, DE SHf-J^fb&SEI 

[0 0 9 4] 

V>T, H-?-* & 3gjSlc^bS-&T3iaai39[«taS:tf "5 3^{Cj:oTH^f Sti 

i c#- Fizmft-t&m&Kiz. $feic0 6 ic^Lfe«fRffiiRBgp#fb«isia»tcfe 

& *M i: S . — DE SHT^b&SIIIKIfc Ittt, ^WSType B 
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btif-f 5r3Smt-^>3^{Cj: U, Type Atf)#-££ |w|#^mf^5:^e> ^ 
[0 0 9 5] 

^ti^-* £^-T£ 3 2 tfy hflg£>£/:7 h V*J*Zffi.§ 0 

Kft5^7 h ooi:, de sm.%ymnTm$&i 2 0 &^-r-5?ijr 

^s@ii 1 otsii^o iumtcfc^t-sMux, muxo«, tn^n 

[0 0 9 6] 

^T'tS. DE SHf#fbjW[I|i&JC£^Ttt> h 'J 7;PD E SflfWi 

M^anTnii^i 2 0 ^^ti^^smi^i 1 o^tc^^ii^mi^^^M 

[0 0 9 7] 
[0 0 9 8] 
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%izm 2 (c^Lfes ha - i#imm&, m 6 izmbt^nHmmm^tmmmm 

[0 0 9 9] 

, 210^, %Km2lZ^Lt^S HA- 1 ^SISKIlCfeWS ROM 3 OJCfg^-T 
£ROM2 2 0 £, 5felCK2JC^LfcSHA- 1 ^SUFKtCfeW-S A L U RA 

m 4 o &t>*?B &c 0 6 izb l fe« pg ffli§i*-9<fb*&jiiif£ (c & w s m R ftlftttJF&3 

0 sha - ^feft©±i*Lfe#saiif«iaiaii 

[0 1 0 0] 

hl/S;^df^5 0, 6 Oil, ^lC®8tC^LfeDE SPt-^-ffc^HI 
»JCfe^Si/7hl/^jf»9 0 ) 1 0 0 ££, i/7M/^^H2 0 0 i:lT 

h l/S?;**l¥7 0 h l^*#S¥2 1 0 h LT^M-TS., 

[0101] 

[0 10 2] 

£"r>&C££, H|?#fl;^SlC£VNTli, 5feiC|H2 {C^L^ S H a- i&3!B8&»c 
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mmz&VZ>/iXty*)WZ.Z.J yfMUXO ^{CEl8{C^L/feDE SBt-^-fb 

Mmm&tc&tf&jixwvwz-xj ^muxo tz&Fa-t&tt&iz^ ftizm 
9uizm8iz^LtcDE sm^itmmmmz&n z>A3,tyii)m7L*j ^fMuxo 

[0 10 3] 

^CDi; die, m-%itmmz&\,\XlZ, SHA- l^MEU^, ^RtMlt-SHbM 

y, h»©*&l/2g|g©^*- hifclc*T*®g&8|;|I£i!IM 

M««^%^i/2@Mlc*^g!fM-rsz:i:^T?^s 0 

[0 1 0 4] 
[0 10 5] 

A^*>Bff«-t*ii:*^^« 0 mxh m^itmnKis^xit. sha-i^i 

JCj;oTlSffi3nfcA»v2/a^i<Z)ALU RAM±i:i3WS^ii3r&, ffPJfil 
IIMft&JSJCTffl^iotlST KU>UC^#)ia5£L-Tfc< 3 £ &C J: y, SHA- 

i#miz&z>/\yt/zLm<DM&mz, *0££ffiHmm j %fcmm^£fflmiz® 
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«JIj£ * {c W £ C P U A fC J: 3 BfcgJ & 038^ * Z £ & X # § . 
[0 10 6] 

[0 10 7] 

a 

[0 10 8] 

#MIG*-Fit flAtfHl 0(C^f «fc3Kl, £-&&«W-r PU 3 0 
0 £, 'OCPU3 0 0®U-?I'J7i: LTil|g-rS^ ; EUT?feoTM^«2 

*e&oT«*.tf3 2KBlIffl^I&ttSROM3 2 0 fc, «^ 
^lC#^^^nTtgt StiS^^U tfeotit«9 KBg^i^ffS E E 
PROM (Electrically Erasable Programmable Read Only Memory) 3 3 0 £ 

> mnmmm(DT + U>f7Uy9 3 4 0 £, mmmmZfio »RF (Radio 
Frequency) 7*Q»;^ 3 5 0 i:, ±& L fefifBffi*lHfc-3'ffc*&SL SHA-lfil 

> h'J7°;i/DES H|-3fb&31 Sfl e> If^MJCffla t SECC/SHA1 
/DES^n*^ 3 6 0 t ^Jitfl KBSI©^i^f5±IUfeALU 
R AM 3 7 0 ^ f^*-ffl©7> h>P)&Sf^ h^n*;^ 3 8 0 i:, CPU 

3 0 0 t#»i:©lstT-*ojSSSfj^fefto;U7f*scPU>f>^-7i 

-X3 9 0 £ &&3tISg&ftL;fcV^;bl3>5 L S I (Large Scale Integration) £ 
[0 10 9] 

HAl/DES7 > n>y^3 6 0 £ LTJfi^a* ftfc%<Z>-e&£„ *i«IC*- 
Ktt, C PU 3 0 0(Dfflm<D%£lZ > ECC/SHAl/DES7'n>y7 3 6 0 
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it Rffiiw-t'ffc&ai, sHA-im u zfjvuE sm^it 

[0110] 

Bric^i^S. |igEUc&v^&> 7tD^D«^ 3 4 0 (CoVNTliHI^ 

^nfc-T^ I&fitfXgHt, ECC/SHA 1/DE S^n>v ? 3 6 0 

mn&imm^mm&TfsHA- 1 t&mvmmzmtE c c / s h a i^d 

[0 111] 

Bf-^-fb^S5:^e) DE Sm^itmm^ - K, WALU RAM3 7 0C#lt 
T^t^f^ALU RAM ; e-K04o{C^IJ$tlSo 
[0 112] 

^iil i c#- Kfcfe^T«> iifg^-Wfcte, B12 (a) tp^mwv 

^-fi^fC CPU3 0 0, R AM 3 1 0 , ROM3 2 0, E E P ROM 3 3 0 
, WRF^0.y!?3 5O»t§ o 1"^t>t>> I C # - KfCfc V*T 

it. mm^- rb#jc&, cpu3 o oowmo^tiz, rom3 2 osctaii^ti 
x^^m^mm^u y^<ut>mwn>. ram 3 2 o^e e p rom3 3 0 izm 

(C, RF^n^ 3 5 0 %1?rLTftfflfrt> i %mLfc.&mmmtf. RAM3 2 0^ 
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£*l6m#CD2MCj:oT&;£3o ^oT, mmMM I C * - K IC £ * At** 
[0113] 

0(b) #±|g#-e^-r J: e>ic, Ecc/SHAi^n^^aeo^l^ts 

, E C C/ S H A 1 zfU y V 3 6 0 1 IZ <fc ot S H A- 1 f&miMf Jfojl, /\ y 5/ 
ai5r^f§ 0 HRfflM-^^^tS^- F^tCtt, CPU 3 0 0. RA 

M310, ROM320, EE P ROM 3 3 0. ^RF/n >^3 5 0#T-f 
KU>y^»i:Stl, ECC/SHA1^D«^ 3 6 0 1 ^^ALU RAM 3 
7 0 Affl A >y t/n.i©|&ilXtt A L U RAM 3 7 0 f> © A y S/zL'ffi<£>Sc<fr& 

[0114] 

ECC/SHA 1 ^n-y^ 3 6 0 x ^fRffilg^-^-fb^S^- KB£fC 

c pu 3 o o^^m^n^mmizm-t^^om^ri/^ h z$:tfz>z£.&<, 

&itmiZ.&im%:ftz)Z£tfT*g. CPU3 0 0, RAM3 10, ROM3 2 0, 
E E P ROM3 3 0, ]&T$ R F ~fX2 -^ 3 5 0 fC & Z>&m%!M\ZM LT^SIIC 

^nTIB^^^o ECC/SHA 1 -fUyl? 3 6 0 x tALU RAM 3 7 0 ^© 

miz&tfzmw-ffimt LX(D/\vi/^m<7)&fflxi$nfr&&iz?%vTiz. ecc 

/SHA 1 ^n>y ^ 3 6 0 x (Ci^M^ScptCti, ALU RAM3 7 0 £<5D 
miZ&tf£/\y^^m<n%VMLZfioZ£tfft<. ECC/SHA 1 zTU y Z 
3 6 0 1 (DmWmmtf-M.W±ZtlZ> 0 3*UCJ:U. ECC/SHAl^n>^ 
3 6 0 x IC £ 5 Mlt&S £ , ALU R AM3 7 0 s\(D7 ? t Xtfti$ft&i}Z*ft 

[0 115] 

$e>(c, ^iiS I c#- KJc£v^&. de sm^lk&m^- K^(C«, |1I 
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m (C) *p±MWT*m-t <fc e> (C, DES^n>y^ 3 6 0 2 ^ifft§ o 3 

CPU3 0 0, RAM3 10, ROM3 2 0 & T -f KU> WtW, t.£tl£> 0 

#gcMM I C#- KlC&^Tte, DE SBi-^-^ra^e- WiC«, DES 
yn7^ 3 6 0 2 *\ C P U 3 0 0 (DfflWO) & tL ROM 3 2 OlCSSH^tflT 
V^/MOjUKgLIfc (Pseudo-random Number ; J^T, PNh^^ ) Zk&lftZ;- 
K (seed) •^^f'- # t LTM<&ffi£*l, R AM 3 1 0 tfy _ ^ x U 7 £ Itffl 
V^Jl&tf^, DE S^ny ? 3 6 0 2 CPU3 0 0, ROM3 0 0MR 

AM 3 1 0#Bfr4MfflfcTlM£U h Uy;i/DE SHif#ffc«LS^tft>tlSo 
[0 116] 

££fC, #MgMMl C#- ALU R AM^E- FB£{Cte, IsIH 
(D) tp±ffliWVm-fl:olZ. ALU RAM3 7 0»U ECC/SHA 
1 y ^ ^4^f§I|[^t;A L U RAM 3 7 0 fC&M£ frfc?- % £ 
ALU RAM 3 7 0 £ ECC/SHA 1 zf U V 9 3 6 0 1 t<Dmi:^^^ 0 
ALU RAM3 7 0 ZMftZSZlZ^LTte. CPU3 0 0, RAM310, 
ROM 3 2 0, E E P R OM 3 3 0, & t>*R F zfU v ^ 3 5 0 #<7-f K U > ^ 
JS££;ft, ECC/SHAl^n>^3 6 0 ^©f-^Ogf l:WgU Mfl 
!^J$:fiMt5 3i:^t't§ 0 Wiil ECC/SHA 1 ~fUv 9 3 6 0 x &#t 

» 

[0 117] 

I^Bf (B) ttALU RAMtc£tt£M^«*> RB9 (C) fiRAMtc 

(D) It. ECC/SHAiyn*;^li«t5y 
-K ALU RAM, MR AMCl-tSlti^M bfei^tii I 

-Fizisttz>±<fr<Dm&mj]*:m-?o mm (a) fc^t-i^ic ^-mc^ws 



3 1 



ffi£E4# 2003-3044936 



#2002-241367 



[0 118] 

1110 (A) (B) Km-fkolZ, ALU RAM#*&Jliga&lC7 

ZM7,1rZ>\zmi,T\t>f- blZ&tt2>Mmtf&±2nZ>Z.£!,Z£ »J, ALU R 

alu RAMic£#T«;WM^£*iSB£Mt 0 £4*- Mcfctfs 
Iti^JiiALU RAM{c£#£M^«;fr#imitJC:£CSr£#&VA c> 

[0119] 

CPU-^RAM^^g^^lC^lSSrff 3 ZL£#T?#£Z:i:{C<l: »J, EC 

C/SHA 1 :/ny ^hRAMt<©ratCfe^S"r--*CD^*ji*©IlI8t?:ffi8«i" 
53il#T*#> 5fe(C^LfeSl4 (C) iCifc^ 013 (C) iC^f <fc O fC R A 

[0 12 0] 

lot, 013 (a) (o fc^t-t &#mizi5V&M&ni3*ija&is. # 

[0 12 1] 
[0 12 2] 

j^_tML£j:e>ic, *%ig<z>ggttcz>7gjft£ Lxm-tm^tmniit. mmizm 

LT^B^AtfifciSlft^^ALU R AMa® r ^ -fe x (CRR L T, -ft6<3D#S[3¥ 



3 2 m$E#2 0 0 3 - 3 0 4 4 9 3 6 
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mmzfflf&-t& a j;ot, ft<z)Ecc/sHA i zfuvtiztettzmmoxj ^ 

[0123] 

« 1*U£ e> r. 2: IC J: *J , mft&g & B!I« b T & T 'J> & Mft© *> i: 

[0 12 4] 
[0 12 5] 

i&bfcHj&g©7£$lT*te, ^BMW«^fli*«i:b*c, fcPmiSHfc-Stis^&SUBb 

[0 12 6] 

bt^Lfe^, HitfMD5 (Message Digest 5) fCDi®^ 

[0 12 7] 
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[0 12 8] 

?a a 7, \zmm ir s z. t # x* t s <z> & s . 

[0 12 9] 
[0 13 0] 

[0131] 

& fiBSJa o 3c± JC ff e> r # X £ * o 

[0 13 2] 

a v V =l m%.$.^& iz & £ a y */ a. fltg i: © Wt?, -5 1/ * # » 

[0133] 
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[0134] 
[0 13 5] 
[0 13 6] 

mm iz & tf & a* y m*. * -f * ^ & , ^waiBip#f b«ta#a tc & w s a * w y 

[0 13 7] 

tt#L31 £ /n y a {c J: £ /\ y */ =l mg.f&f&m £<DffiT\ lz& 
[0 13 8] 
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[0 13 9] 

iHc &Miei&-9fl:£Jl^J9 fc J: -5 Hgp-^-fb^L^I i: a y i/ Jc J: S a 

[0 14 0] 
[0141] 

«fi!cS^«:«MB^«fWJC^»Lfc«^S:^L, (B) tt, S H A- 1 «a%ff 3 
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[02] sha- i&mmm<DM t ftm&m&m£LT<Dmi&ztsLm-t&'7u*j 
[03] sha- i%kmm&<DM i fci&&mmm£LT<Dm<Dmf&*:8iW't&-f 
[04] B2i:^tsHA- i&mmmzisv&m*mft&%Lm't&fcto(D7 

[05] @2i:gfSHA- l^aiailiCfe^SlS^f^Sr^Wrsfcft©^ 
t5^n>y^at^ot, (A) J4, M/^^^||{Cfe{tS#i/7 h US?^ 

£*t-T0-e&£ o 

[08] D e s Bf-^-fbMSHIS^-co^^^j&si^M^ lt©M&iit5 

[0 9] mm^vmnnMtfo&i&mmmt Lx<Dm^nm-t^>zfuy9mx 
[0i o] mm^mnzmmLfc#mmmicij-F<Dm& l z$Lm*&7'n 

[01 1] |Wf#^MMl C#- Kfcfctt£#S&»f|l8K:^Ufc:7'ny*0 

(B) J4, *t RfflUBt-^MS^E- K B*JC S S&f^S: 8*18 CD :7D y * 
0T*&»J, (C) 14, DESHMM^-KI^ICfeWSft^^tSfeft© 
7*n^^St'$,iJ, (D) (4, ALU RAM^E- KB^lCfcttS Ifrft 5 -5 
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, (A) >f- h(C^WSMtS*5:liitS0t'**J, (B) ALU 

Mfcm£M*«;d£Mt-££&<D|IIT-&tK (D) te, g#gISic^j- 

&U> (A) ^-hJCfe»«HHI*AS:K9|-rsHT»y, (B) tt, AL 
RAMJCfe^*M*«*S:Si^ , r«fc«)©0T?»y, (D) «, I C 

10, 20, 50, 60, 70, 90, 100, 200, 210 i/7M/^ 
3 0, 2 2 0, 3 2 0 ROM, 4 0, 3 7 0 ALU RAM, 

so ffiRmmmw%kmnTm&, no mnmmm&. 120 de 
s 3 7 nisi, 230 ^>zf^ u -?Rina», 300 cpu, 

3 10 RAM, 3 3 0 EE PROM, 3 4 0 T^U f-?Uy V , 3 
5 0 RF^D*;^ 3 6 0 ECC/SHA1/DE S^D>^, 3 60 
1 ECC/SHAl^n-y^, 360 2 DES^D>y^, 380 
h^ny?, 390 CPU^>^(-7i-X 
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[02] 




2 
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( ■ ) 



S1 



i/? hL/vX$S¥10lc*H.-C. 



/■cx^ygxx-r-v^Muxo 



I 



S2 



S3 



DD»lfiI HO. HI , H2, H3. H4 £ R0M30 
2t UTfiS A, B. C, D, E — K-f 



S4 



ffl TEMP t LTt- >Hf n £ 



I 



S5 



/x'xgjytf^X-f-y^MUXS 
LX. fit TEMP £JftB-f.& 



S6 



Axgjy#;LX-f -y^MUXS ;Hg$&g 
(HlKS30(Dtll*illC«iygx, fll TEMP, A. 
B, C.D.E*-t*l-F*lJ * aytfttzlfft 



S7 



S11 




S10 



S12 



HO, H1,H2.H3,H4 $m&+& 



S8 



t = t + i t-r-s 



SHA-1 fflS[H]KlCfclti,-jl(Dffliaxg 
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CH5] 



f 



I 



S->7 I- UvX J^itUS 
fit*. -£-*l-?;fV ALU RAM40 IZ 



S13 




#:0>512 try hfl)f-9£v7 h 
Ui>X*S* 10 (rStLTO— K-T-5 



I 



ALU RAM40(7)ttJ*ffiiJlr«]y#X. 
ALU MM40 IC*&S«£;h,T 1^-5 fit 

LTD- K-r-s 



S16 



S17 



S18 



( i t ) 



sha-1 «aa@Kic33iti)-so©axs 
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